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(3) A description of the purpose for 
which the UCNI is needed; and, 

(4) Certification by the requester 
that he or she: 

(i) Understands and will follow these 
regulations; and 

(ii) Understands that he or she is sub-
ject to the civil and criminal penalties 
under Subpart F of this part. 

(b) The decision whether to grant the 
request for limited access is based on 
the following criteria: 

(1) The sensitivity of the UCNI for 
which limited access is being re-
quested; 

(2) The approving official’s evalua-
tion of the likelihood that the re-
quester will disseminate the UCNI to 
unauthorized individuals; and, 

(3) The approving official’s evalua-
tion of the likelihood that the re-
quester will use the UCNI for illegal 
purposes. 

(c) Within 30 days of receipt of the re-
quest for limited access, the appro-
priate DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator must notify the requester 
if limited access is granted or denied, 
or if the determination cannot be made 
within 30 days, of the date when the de-
termination will be made. 

(d) A person granted limited access 
to specific UCNI is not an Authorized 
Individual and may not further dis-
seminate the UCNI to anyone. 

Subpart E—Physical Protection 
Requirements 

§ 1017.22 Notification of protection re-
quirements. 

(a) An Authorized Individual who 
grants routine access to specific UCNI 
under § 1017.20 to a person who is not an 
employee or contractor of the DOE 
must notify the person receiving the 
UCNI of protection requirements de-
scribed in this subpart and any limita-
tions on further dissemination. 

(b) A DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator who grants limited access 
to specific UCNI under § 1017.21 must 
notify the person receiving the UCNI of 
protection requirements described in 
this subpart and any limitations on 
further dissemination. 

§ 1017.23 Protection in use. 

An Authorized Individual or a person 
granted limited access to UCNI under 
§ 1017.21 must maintain physical con-
trol over any document or material 
marked as containing UCNI that is in 
use to prevent unauthorized access to 
it. 

§ 1017.24 Storage. 

A document or material marked as 
containing UCNI must be stored to pre-
clude unauthorized disclosure. When 
not in use, documents or material con-
taining UCNI must be stored in locked 
receptacles (e.g., file cabinet, desk 
drawer), or if in secured areas or facili-
ties, in a manner that would prevent 
inadvertent access by an unauthorized 
individual. 

§ 1017.25 Reproduction. 

A document marked as containing 
UCNI may be reproduced without the 
permission of the originator to the 
minimum extent necessary consistent 
with the need to carry out official du-
ties, provided the reproduced document 
is marked and protected in the same 
manner as the original document. 

§ 1017.26 Destruction. 

A document marked as containing 
UCNI must be destroyed, at a min-
imum, by using a cross-cut shredder 
that produces particles no larger than 
1/4-inch wide and 2 inches long. Other 
comparable destruction methods may 
be used. Material containing or reveal-
ing UCNI must be destroyed according 
to agency directives. 

§ 1017.27 Transmission. 

(a) Physically transmitting UCNI docu-
ments or material. (1) A document or 
material marked as containing UCNI 
may be transmitted by: 

(i) U.S. First Class, Express, Cer-
tified, or Registered mail; 

(ii) Any means approved for trans-
mission of classified documents or ma-
terial; 

(iii) An Authorized Individual or per-
son granted limited access under 
§ 1017.21 as long as physical control of 
the package is maintained; or, 

(iv) Internal mail services. 

VerDate Nov<24>2008 09:42 Feb 19, 2010 Jkt 220033 PO 00000 Frm 00871 Fmt 8010 Sfmt 8010 Y:\SGML\220033.XXX 220033W
R

ei
er

-A
vi

le
s 

on
 D

S
K

G
B

LS
3C

1P
R

O
D

 w
ith

 C
F

R


		Superintendent of Documents
	2014-09-02T21:24:53-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




